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Abstract 
 

The edges with “bridge characteristic” play the role of connecting the communication between 

regions in power optical cable network. To solve the problem of mining edges with “bridge 

characteristic” in provincial power optical cable network, the complex power optical cable 

network model is constructed. Firstly, to measure the generated potential energy of all nodes 

in n-level neighborhood local structure for one edge, the n-level neighborhood local structure 

topological potential is designed. And the minimum connected chain attenuation is designed 

to measure the attenuation degree caused by substituted edges. On the basis of that, the 

minimum connected chain attenuation topological potential based measurement is designed. 

By using the designed measurement, a bridge-edges mining algorithm is proposed to mine 

edges with “bridge characteristic”. The experiments are conducted on the physical topology 

of the power optical cable network in Jilin Province. Compared with that of other three typical 

methods, the network efficiency and connectivity of the proposed method are decreased by 

3.58% and 28.79% on average respectively. And the proposed method can not only mine 

optical cable connection with typical “bridge characteristic” but also can mine optical cables 

without obvious characteristics of city or voltage, but it have “bridge characteristic” in the 

topology structure. 
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1. Introduction 

There are many complex systems in the real world, such as power network [1], traffic 

network [2], social science network [3], software system [4], etc. With the intention of study 

these systems, they are abstracted into complex networks, and the characteristics of robustness 

[5], vulnerability [6] and reliability [7] are studied. Especially, complexity research of the 

interconnected power network based on complex network has become one of the important 

research fields [8]. Cai et al. [9] shows that great achievements have been made in the 

theoretical research of vulnerability and self-organization criticality of the power grid. 

In order to ensure the stable operation of power grid, the power communication network is 

produced [10]. And the network has been constructed by satellite, microwave, carrier, optical 

cable and other communication methods. As a supporting network, the power communication 

network is an important infrastructure of power grid [11]. With the gradual expansion of power 

communication network scale, the number of network nodes, network capacity and topology 

have undergone fundamental changes. At the same time, the requirements of power grid safety 

production present higher requirements for the reliability of power communication network 

[12]. 

At present, there are two aspects in the reliability research of power communication 

network based on complex network. On the one hand, the survivability of the network can be 

improved by mining and protecting key nodes. Liu et al. [13] improves the reliability by 

identifying and protecting key nodes of power communication network. And a protection 

strategy for high degree nodes and an edge adding strategy for low degree nodes are proposed 

to improve the structural vulnerability of power communication network in [14]. In reference 

[15], an evaluation strategy of node importance in power communication backbone network 

is proposed by using the node weight in power system as the correction coefficient. On the 

other hand, the reliability of power communication network is measured by link factor. He et 

al. [16] evaluated the link importance by considering the redundancy of network alternatives 

and the connectivity and non-connectivity of the network after link failure. On the basis of link 

used rate, the research method of the vulnerability of power communication network is put 

forward in [17]. Xia et al. [18] analyzes the affection of the topological structure on network 

reliability through calculation the importance of nodes and that of links. 

In the study of bridge-edges and bridge-nodes, there are several scholars on bridge-edges 

or bridge-nodes in fields of dolphins’ social network, email network and command and control 

network, etc. Considering the contribution of nodes to the importance of lines, a bridge-nodes 

mining method is proposed in [19]. Liu et al. [20] proposed a bridging node centrality method 

to identify bridging nodes. And the community structure is used to mine most influential nodes 

in [21]. These methods can only mine bridge-nodes, not bridge-edges. The edge betweenness 

[22] is a typical method to evaluate edges importance. However, global information is needed 

to calculate the shortest path of any pair of nodes. In large-scale networks, global information 

is not difficult to obtain. Pan et al. [23] proposed a bridge-edges mining measurement based 

on bridge coefficient. This method considers the size of degree and measures the influence of 

neighbor nodes on bridge-edges. However, it ignores the attenuation of “bridge characteristic” 

of edge caused by substitute edges, which replace the bridge-edge to connect the 

communication between regions. As the main communication mode of the power 

communication network, the role of edges with “bridge characteristic” in power optical cable 

network has not been discussed. 

Therefore, in this paper, to measure the “bridge characteristic” of edges in power optical 

cable network, a complex power optical cable network model is constructed firstly. On the 
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basis of topological potential, considering the attenuation caused by substitute edges to “bridge 

characteristic” of one edge, the minimum connected chain attenuation topological potential is 

proposed. Then, on the basis of that, a bridge-edges mining algorithm is designed to mine 

edges with “bridge characteristic” in provincial power optical cable network. 

The rest of the paper is arranged as following. The second section introduces modeling of 

power optical cable network by using complex network theory. In the third section, the 

minimum connected chain attenuation topological potential is proposed to design bridge-edges 

measurement. The fourth section describes steps of bridge-edges mining measurement based 

on minimum connected chain attenuation topological potential. In the fifth section, we carry 

out two groups of experiments to verify the rationality and the validity of proposed method. 

The sixth section is the conclusion, including the future work. 

2. Complex Power Optical Cable Network Model 

As the dispatching, power plants and transformer substations in a power grid are connected by 

optical cables for communication, the physical network of power optical cable network has 

been constructed. According to complex network theory, the complex power optical cable 

network model 𝐺 = (𝑉, 𝐸) is constructed to describe the physical network of provincial level, 

and following assumptions are made from the perspective of simplified analysis: 

(1) Ignore the differences among each communication stations in provincial dispatching, 

standby dispatching, ground dispatching and power plants in the power optical cable network 

of provincial level, and abstract each communication station as one node with no difference; 

(2) Ignore the length, number of cores and the voltage level of each optical cable link 

between two communication stations, and abstract the link as one edge with no weight and no 

direction; 

(3) The double optical cable links between two communication stations are combined and 

regarded as one edge. 

As a result, the complex power optical cable network model G can be constructed as 

follows: 

𝐺 = (𝑉, 𝐸)                                                             (1) 

where the node set 𝑉 = {𝑣𝑖|𝑖 = 1,2 ⋯ ⋯ , 𝑁}, and 𝑁 is the number of nodes in 𝐺. The edge set 

𝐸 = {𝑒𝑖𝑗|𝑖 = 1,2, ⋯ ⋯ , 𝑁, 𝑗 = 1,2, ⋯ ⋯ , 𝑁 𝑎𝑛𝑑 𝑖 ≠ 𝑗}, and M is the number of edges in 𝐺, where 

𝑒𝑖𝑗 = (𝑣𝑖, 𝑣𝑗) is the edge from node 𝑣𝑖 to node 𝑣𝑗, and 𝑒𝑖𝑗 = 𝑒𝑗𝑖. 

The complex power optical cable network model of Jilin Province is shown in Fig. 1(a). 

Since power optical cable network has geographical topological connection, the 

communication stations in the same region form a regional power optical cable network. Due 

to the influence of geographical topology connection, the optical cable connection between 

regions is sparse, which leads to the emergence of edges with “bridge characteristic” in the 

power optical cable network. 

This kind of edge usually plays an important role in communication between two regions. 

Simultaneously, take one local network in Fig. 1(a) as an example, it can be seen that there is 

one obvious bridge-edge for the local network with two regions, which is shown as Fig. 1(b). 
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(a) The complex power optical cable network model 

 

 

 
(b) One local network in the model 

Fig. 1.  The complex power optical cable network model of Jilin Province 

 

As shown in Fig. 1(b), there is an edge 𝑒45,59 with “bridge characteristic” that connecting 

two corresponding regions 𝑅45(𝑒45,59)  and 𝑅59(𝑒45,59)  in the local network, and 

communication between the two regions may be disconnected when the edge 𝑒45,59 fails. Even 

if there are other paths to connect the two regions instead of the edge, the communication 

distance between the two regions will be greatly extended, which will lead to the decline of 

network efficiency. The edge of this kind is called “bridge-edge”. 
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In the power optical cable network, not all optical cable connections between 500kV 

communication stations and between municipal or county-level city are bridge-edges. And the 

optical cable without obvious characteristics such as city and voltage, but it has “bridge 

characteristic” in the topology structure, the optical cable is also the bridge-edge. Therefore, 

how to mine all bridge-edges of power optical cable network has an important impact on the 

reliability of the whole network. 

3. The Measurement of Bridge-edges Based on the Minimum Connected 
Chain Attenuation Topological Potential 

To measure the “bridge characteristic” of edges in one complex power optical cable network 

model, a novel bridge-edges measurement named minimum connected chain attenuation 

topological potential is designed by using the following four steps. 

3.1 n-level neighborhood local structure  

In order to describe the region that edge 𝑒𝑖𝑗 can affect complex power optical cable network G, 

the n-level neighborhood local structure of edge 𝑒𝑖𝑗 is defined. 

Definition 1. (n-level neighborhood local structure): For each edge 𝑒𝑖𝑗 in 𝐺, the n-level 

neighborhood local structure 𝐺𝑖𝑗 is consist of edge 𝑒𝑖𝑗 , its two edge endpoints 𝑣𝑖  and 

𝑣𝑗 𝑎𝑛𝑑 𝑡𝑤𝑜 corresponding n-level neighborhood regions 𝑅𝑖(𝑒𝑖𝑗) and 𝑅𝑗(𝑒𝑖𝑗). 

Based on the shortest path length, the nodes in 𝐺𝑖𝑗  close to the endpoint 𝑣𝑖  belong 

to 𝑅𝑖(𝑒𝑖𝑗), and the nodes in 𝐺𝑖𝑗 close to the endpoint 𝑣𝑗 belong to 𝑅𝑗(𝑒𝑖𝑗). 

Taking Fig. 1(b) as an example, it shows the 3-level (n=3) neighborhood local structure of 

𝑒45,59 . The 3-level neighborhood region of endpoint 𝑣59  is 𝑅59(𝑒45,59) , and the 3-level 

neighborhood region of endpoint 𝑣45 is 𝑅45(𝑒45,59). Compared with endpoint 𝑣45, node 𝑣75 

is closer to endpoint 𝑣59, so node 𝑣75 belongs to 𝑅59(𝑒45,59). 

Note: only when the neighborhood local structure of one edge reaches n-level, the edge 

may have “bridge characteristic”, and the edge will be put into the candidate bridge-edge set 

𝑐𝑜𝑛𝑘(0 < 𝑘 < 𝑀) of network 𝐺. 

3.2 n-level neighborhood local structure topological potential  

Classical topological potential can describe the interaction between nodes and the difference 

of topological positions. According to the theory of topological potential, one node in n-level 

neighborhood local structure 𝐺𝑖𝑗 is regard as a potential source, which can affect other nodes 

and paths of connections among nodes in 𝐺𝑖𝑗.Thus each node in 𝐺𝑖𝑗 generates potential energy 

for 𝑒𝑖𝑗, and these nodes interact with each other to form a virtual potential field in the network 

topology space. On the basis of that, n-level neighborhood local structure topological potential 

is designed, which is used to initially measure the “bridge characteristic” of edges in the 

candidate set 𝑐𝑜𝑛𝑘. 

Definition 2. (n-level neighborhood local structure topological potential): To measure the 

generated potential energy of all nodes in 𝐺𝑖𝑗 for 𝑒𝑖𝑗, the n-level neighborhood local structure 

topological potential is designed. It can be computed as follows: 

𝜑(𝑒𝑖𝑗) = 𝜑(𝑣𝑖) + 𝜑(𝑣𝑗)                                                  (2) 
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where  φ(𝑣𝑖) is the topological potential of endpoint 𝑣𝑖 . φ(𝑣𝑖) can be computed by the 

following formula : 

𝜑(𝑣𝑖) = ∑ (𝑚𝑠 × 𝑒−(
𝑑𝑖𝑠

𝜎
)2

)
𝑁𝑖𝑠
𝑠=1                                             (3) 

where 𝑑𝑖𝑠 is the shortest path from node 𝑣𝑖 to node 𝑣𝑠. The influence factor σ is used to adjust 

the influence range of each node in the network. The 𝑁𝑖𝑠 is the number of nodes in 𝑅𝑖(𝑒𝑖𝑗). 

The 𝑚𝑠  represents the quality of node 𝑣𝑠 , which can be used to describe the inherent 

attributes of node 𝑣𝑠.  

φ(𝑣𝑗) is the topological potential of endpoint 𝑣𝑗.  φ(𝑣𝑗) can be computed by the following 

formula : 

𝜑(𝑣𝑗) = ∑ (𝑚ℎ × 𝑒−(
𝑑𝑗ℎ

𝜎
)2

)
𝑁𝑗ℎ

ℎ=1                                           (4) 

where 𝑑𝑗ℎ  is the shortest path from node 𝑣𝑗  to node 𝑣ℎ . The influence factor σ is used to 

adjust the influence range of each node in the 𝐺. The 𝑁𝑗ℎ is the number of nodes in 𝑅𝑗(𝑒𝑖𝑗). 

The 𝑚ℎ  represents the quality of node 𝑣ℎ , which can be used to describe the inherent 

attributes of node 𝑣ℎ.  

3.3 Minimum connected chain attenuation 

However, not all edges in the candidate set 𝑐𝑜𝑛𝑘 are bridge-edges actually. For 𝐺𝑖𝑗, if there is 

one substitute edge 𝑒𝑖′𝑗′(𝑖 ≠ 𝑖′, 𝑗 ≠ 𝑗′) that can replace 𝑒𝑖𝑗 to connect 𝑅𝑖(𝑒𝑖𝑗)and  𝑅𝑗(𝑒𝑖𝑗), the 

edge 𝑒𝑖′𝑗′ will weaken the “bridge characteristic” of edge 𝑒𝑖𝑗. All possible substitute edges for 

𝑒𝑖𝑗 are put into the substitute edge set {𝑒𝑖′𝑗′} of 𝑒𝑖𝑗, and an attenuation coefficient of "bridge 

characteristic" of edge 𝑒𝑖𝑗 is designed. 

Definition 3. (Minimum connected chain attenuation)：To measure the attenuation caused 

by substitute edges in {𝑒𝑖′𝑗′} the “bridge characteristic” of edge 𝑒𝑖𝑗, the minimum connected 

chain attenuation is defined as a measurement of the attenuation degree of “bridge 

characteristic” of edge 𝑒𝑖𝑗. The minimum connected chain attenuation of 𝑒𝑖𝑗 is calculated as  

𝑄(𝑒𝑖𝑗) = ∑
1

𝑝
(∑ (𝑚𝑠 × 𝑒−(

𝑑𝑖𝑠
𝜎

)2

)
𝑁𝑖𝑠
𝑠=1 + ∑ (𝑚ℎ × 𝑒−(

𝑑𝑗ℎ

𝜎
)2

)
𝑁𝑗ℎ

ℎ=1 ) = ∑
1

𝑝
(𝜑(𝑣𝑖) +

𝑞
𝑟=1

𝑞
𝑟=1

𝜑(𝑣𝑗)) = ∑
1

𝑝
(𝜑(𝑒𝑖𝑗)) 

𝑞
𝑟=1                                                                                                     (5) 

where 𝑞 is the number of substitute edges in {𝑒𝑖′𝑗′}.And edges 𝑒𝑖𝑗 and 𝑒𝑖′𝑗′ can form multiple 

connected chains between 𝑅𝑖(𝑒𝑖𝑗) and 𝑅𝑗(𝑒𝑖𝑗), and the shortest one is taken as the minimum 

connected chain. And 𝑝 is the number of edges that make up the minimum connected chain. 
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3.4. Minimum connected chain attenuation topological potential based bridge-
edges measurement 

The “bridge characteristic” of the edge 𝑒𝑖𝑗  is attenuated due to the existence of substitute 

edges in {𝑒𝑖′𝑗′}. In this regard, a measurement is proposed to measure the value of “bridge 

characteristic” of the edge  𝑒𝑖𝑗, which is called the minimum connected chain attenuation 

topological potential. 

Definition 4. (Minimum connected chain attenuation topological potential): When 

substitute edge 𝑒𝑖′𝑗′  exists in 𝐺𝑖𝑗  for 𝑒𝑖𝑗 , based on the preliminary measurement of degree 

value of “bridge characteristic” in the definition 2 and the attenuation coefficient in the 

definition 3, the minimum connected chain attenuation topological potential is designed to 

adjust the degree of “bridge characteristic” of the edge 𝑒𝑖𝑗 , which is taken as the final 

measurement of “bridge characteristic” of the edge 𝑒𝑖𝑗. 

𝑀𝐶𝐶𝐴(𝑒𝑖𝑗) = ∑ (𝑚𝑠 × 𝑒−(
𝑑𝑖𝑠

𝜎
)2

)
𝑁𝑖𝑠
𝑠=1 + ∑ (𝑚ℎ × 𝑒−(

𝑑𝑗ℎ

𝜎
)2

)
𝑁𝑗ℎ

ℎ=1 − ∑
1

𝑝
(∑ (𝑚𝑠 ×

𝑁𝑖𝑠
𝑠=1

𝑞
𝑟=1

𝑒−(
𝑑𝑖𝑠

𝜎
)2

) + ∑ (𝑚ℎ × 𝑒−(
𝑑𝑗ℎ

𝜎
)2

)
𝑁𝑗ℎ

ℎ=1 ) = 𝜑(𝑒𝑖𝑗) − 𝑄(𝑒𝑖𝑗)                                                        (6) 

After using the minimum connected chain attenuation, it can be seen that the larger 𝜑(𝑒𝑖𝑗) 

is and the smaller 𝑄(𝑒𝑖𝑗) is, which leads to the larger 𝑀𝐶𝐶𝐴(𝑒𝑖𝑗), and makes the characteristic 

of edge 𝑒𝑖𝑗  more pronounced. Namely, the “bridge characteristic” of the edge 𝑒𝑖𝑗 between 𝑣𝑖 

and 𝑣𝑗 is more obvious. 

4. Bridge-edges Mining Algorithm 

To mine edges with “bridge characteristic” in power optical cable network, a bridge-edges 

mining algorithm is proposed by using the minimum connected chain attenuation topological 

potential based “bridge characteristic” measurement. The algorithm is as follows:  

 
Algorithm MCCA 

Input: power optical cable network of provincial level 

Output: bridge-edges 

1. For each communication station 𝑖(𝑖 = 1,2, ⋯ , N) do 2 

2. Abstract communication station 𝑖 as node 𝑣𝑖; 

3. For each optical cable link between station i and station 𝑗(𝑖 ≠ 𝑗) do 4 

4. Abstract the optical cable link as edge 𝑒𝑖𝑗; 

5. Construct the complex power optical cable network model 𝐺(𝑉, 𝐸); 

6. For each 𝑣𝑖 in V do 7 to 10 

7. Obtain the curve of H(σ) by changing σ; 

8. Get the optimal value σ′ corresponding to 𝐻(𝜎)𝑚𝑖𝑛 from the curve; 

9. Get the radius of 3σ′/√2 hops by getting the corresponding σ′ ; 

10. The influence range of each node is determined as n-level by rounding 3σ′/√2; 

11. For each 𝑒𝑖𝑗 in E do 12 to 13 

12. Identify the n-level neighborhood local structure 𝐺𝑖𝑗; 

13. If the 𝐺𝑖𝑗 of 𝑒𝑖𝑗  reaches “n-level” 

put the 𝑒𝑖𝑗 into the candidate set 𝑐𝑜𝑛𝑘; 
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14. For each 𝑒𝑖𝑗 in conk do 15 to 17 

15. Calculate the φ(𝑒𝑖𝑗) by using formula (2); 

16. Calculate the 𝑄(𝑒𝑖𝑗) by using formula (3); 

17. Calculate 𝑀𝐶𝐶𝐴(𝑒𝑖𝑗) by using φ(𝑒𝑖𝑗) and 𝑄(𝑒𝑖𝑗)with formula (4); 

18. Rank all edges in 𝑐𝑜𝑛𝑘 with 𝑀𝐶𝐶𝐴(𝑒𝑖𝑗) in descending sequence; 

19. Obtain bridge-edges in power optical cable network. 

 

 

The algorithm is a six-stage process. Steps 1 to 5 are the first stage, a complex power optical 

cable network model of provincial level power optical cable network is constructed. 

In the second stage from step 6 to step 10, the influence range of each node is determined 

as n-level by rounding 3σ′/√2, and the optimal value of the influence factor σ′ corresponding 

to the minimum potential entropy H(σ)𝑚𝑖𝑛.The formula for H(σ) is as follows: 

𝐻(𝜎) = − ∑
𝜑(𝑣𝑖)

𝑍
𝑛
𝑖=1 𝑙𝑛 (

𝜑(𝑣𝑖)

𝑍
)                                                (7) 

where the standardization factor 𝑍 is ∑ 𝜑(𝑣𝑖)𝑛
𝑖=1 .  

In the third stage from steps 11 to 13, the n-level neighborhood local structure of each edge 

is constructed and the edges that may have “bridge characteristic” are put into the bridge-edge 

candidate set 𝑐𝑜𝑛𝑘. 

In the fourth stage of steps 14 to 17, considering the influence of the n-level neighborhood 

local structure and the substitute edge 𝑒𝑖′𝑗′ on the “bridge characteristic” of the edge 𝑒𝑖𝑗, the 

minimum connected chain topological potential 𝑀𝐶𝐶𝐴(𝑒𝑖𝑗) of 𝑒𝑖𝑗 is calculated to measure the 

“bridge characteristic” of 𝑒𝑖j. 

In the last part, from step 18 to step 19, all edges in the candidate set 𝑐𝑜𝑛𝑘 are ranked in 

descending sequence with 𝑀𝐶𝐶𝐴(𝑒𝑖𝑗). As a result, bridge-edges in the power optical cable 

network can be obtained. 

5. Experiments 

To verify the validity and rationality of the proposed bridge-edges mining algorithm based on 

minimum connected chain attenuation topological potential, two groups of experiments were 

conducted on two real world data sets, that is the physical topology of power optical cable 

network of the southern Jilin Province and the physical topology of power optical cable 

network of Jilin Province. 

5.1 Evaluation criteria 

In this paper, intentional attack is simulated on the mined bridge-edges in the complex power 

optical cable network model, the rationality and validity of the proposed method are verified 

by the following two evaluation criteria. 

5.1.1 Connectivity 

Connectivity refers to ratio of the number of nodes in the largest communication subset of 

network after the fault to the number of nodes in the network before the fault, which is an 

index to evaluate connectivity between communication nodes after fault [24], and any two 
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nodes belonging to the largest communication subset can communicate with each other. The 

formula for connectivity is as follows： 

𝑆 =
𝑁′

𝑁
                                                                 (8) 

where N′ is the number of nodes in the largest communication subset of the network after the 

fault; N is the number of nodes in the network before the fault. 

The larger connectivity indicates that most nodes in network are still connected, and the 

stronger the communication ability of the network. 

5.1.2 Decline rates of network efficiency 

Network efficiency refers to the reciprocal sum of the path length between two nodes, which 

reflects the difficulty of information transmission in the network [15]. 

The definition of network efficiency 𝜂 is as follow: 

𝜂 =
1

𝑁(𝑁−1)
∑ 𝜂𝑖𝑗𝑣𝑖≠𝑣𝑗∈𝑉                                                 (9) 

where the 𝜂𝑖𝑗  is efficiency between 𝑣𝑖 and 𝑣𝑗, 𝜂𝑖𝑗 =
1

𝑑𝑖𝑗
, 𝑑𝑖𝑗 is the shortest path between 𝑣𝑖 and 

𝑣𝑗. 

𝜇 is the decline rate of network efficiency, defined as: 

𝜇 = 1 −
𝜂

𝜂0
                                                           (10) 

𝜂0 is the initial efficiency of the network. 

The larger 𝜇  is, the greater damage caused by the attacked edge to network, indicating that 

the attacked edge is more important. 

5.2 Determination of the optimal value 𝛔′ in constructing the model 

When the potential energy reaches the minimum, the uncertainty of the whole topological 

potential field is the minimum. At the same time, the topological potential distribution is the 

most reasonable [25]. Therefore,  the value of σ′ corresponding to the minimum potential 

entropy H(σ)𝑚𝑖𝑛  is taken as the optimal value in the model. According to mathematical 

properties of Gauss function, the influence range of each node is a local region that is less than 

or equal to 3σ′/√2 hops for given the optimal value of σ′. When the distance is greater than 

3σ′/√2 hops, the unit potential function decays rapidly to 0. 

In order to mine bridge-edges, it is necessary to determine the optimal value  σ′  that 

corresponding to the minimum potential entropy 𝐻(𝜎)𝑚𝑖𝑛. Then, the n-level neighborhood 

local structure 𝐺𝑖𝑗 is constructed with the radius of 3σ′/√2 hops. Fig. 2 shows the relationship 

between potential entropy 𝐻(𝜎) and influence factor σ of the southern network model, when 

the σ′ is 1.8, the potential entropy 𝐻(𝜎) gets the minimum value.  



KSII TRANSACTIONS ON INTERNET AND INFORMATION SYSTEMS VOL. 15, NO. 3, March 2021                           1039 

 
Fig. 2.  Relationship between H(σ)and σ of the southern network 

 

Fig. 3 shows the relationship between potential entropy 𝐻(𝜎) and influence factor σ of the 

provincial network model. When the σ′  is still 1.8, the potential entropy 𝐻(𝜎)  gets the 

minimum value. 

 

 
Fig. 3.  Relationship between H(σ) and σ of the provincial network in Jilin Province 

 

When σ′ is equal to 1.8, the 3σ′/√2 is equal to 3.82. Based on the above analysis, the 

influence range of each node is a local region with the radius of 3.82 hops. When the distance 

is greater than 3.82 hops, the unit potential function quickly decays to 0. Therefore, the 

influence range of each node is 3-level local region. Therefore, the 𝐺𝑖𝑗 in the complex power 

optical cable network model is determined as 3-level. 
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5.3 Bridge-edges mining under four methods 

5.3.1 Bridge-edges of the southern provincial network 

To illustrate the process of the proposed bridge-edges mining algorithm based on minimum 

connected chain attenuation topological potential, an example of the complex power optical 

cable network model of the southern network of Jilin Province is constructed, which is shown 

in Fig. 4. And the number of nodes is 78 and the number of edges is 114. 

 

Fig. 4.  The complex power optical cable network model of the southern Jilin Province 

 

Take the edge 𝑒30,40 in the model as an example, the blue part is the 3-level neighborhood 

region 𝑅30(𝑒30,40) of endpoint 𝑣30 of  𝑒30,40, and the red part is the 3-level neighborhood 

region 𝑅40(𝑒30,40) of endpoint 𝑣40  of 𝑒30,40 . According to the definition 1, the 3-level 

neighborhood local structure 𝐺30,40  is constructed by edge 𝑒30,40  and 𝑅30(𝑒30,40)  and 

 𝑅40(𝑒30,40). 

The topological potentials of endpoints 𝑣30  and 𝑣40  are 9.5 and 5.55, respectively. 

Therefore, the n-level neighborhood local structure topological potential of edge 𝑒30,40  is 

15.05 by the definition 2. 

In 𝐺30,40 , there is one edge 𝑒6,7  that can replace 𝑒30,40  to connect 𝑅30(𝑒30,40)  and 

𝑅40(𝑒30,40), so 𝑒30,40  and 𝑒6,7  form a minimum connected chain between 𝑅30(𝑒30,40) and 

𝑅40(𝑒30,40), which is composed of six edges. That is,  𝑒30,40,𝑒40,2,𝑒2,6,𝑒6,7,𝑒7,25,𝑒25,30. 

According to the definition 3, the minimum connected chain attenuation 𝑄(𝑒30,40) is 2.51. 

Finally, the final "bridge characteristic" value 𝑀𝐶𝐶𝐴(𝑒30,40) is 12.54 by the definition 4. The 

calculation of each step of top 10% bridge-edges are shown in Table 1. 

 

Table 1. The calculation of each step of top 10% bridge-edges 

order edge 𝛗(𝒆𝒊,𝒋) Q(𝒆𝒊,𝒋) MCCA 

1 𝑒30,40 15.05 2.51 12.54 

2 𝑒45,50 11.59 0 11.59 

3 𝑒6,7 12.76 2.12 10.64 

4 𝑒2,6 12.69 2.11 10.58 

5 𝑒2,44 12.19 2.43 9.76 
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6 𝑒40,41 10.53 2.10 8.43 

7 𝑒56,72, 11.87 3.95 7.92 

8 𝑒51,57 11.13 3.71 7.42 

9 𝑒26,30 15.64 8.34 7.30 

10 𝑒26,28 10.84 3.61 7.23 

11 𝑒56,62 13.09 5.89 7.20 

12 𝑒41,48 8.87 1.77 7.10 

13 𝑒57,72 10.56 3.52 7.04 

14 𝑒44,45 10.06 3.35 6.71 

15 𝑒55,56 11.80 5.90 5.90 

 

For the southern provincial network model, the minimum connected chain attenuation 

topological potential (MCCA), degree summation (DS), bridge coefficient (BC) and edge 

betweenness (EB) are used to compare the mined results of bridge-edges. The top 5% and top 

10% bridge-edges results under four methods are shown in Table 2. 

 

Table 2. The top 5% and 10% bridge-edges results under four methods 

order edge MCCA edge EB edge DS edge BC 

1 𝑒30,40 12.54 𝑒45,50 1292.8 𝑒18,26 16 𝑒18,26 63.9 

2 𝑒45,50 11.59 𝑒2,44 1094.4 𝑒14,18 15 𝑒14,18 56.0 

3 𝑒6,7 10.64 𝑒44,45 1018.6 𝑒26,30 15 𝑒26,30 56.0 

4 𝑒2,6 10.58 𝑒2,6 847.3 𝑒7,18 13 𝑒56,62 42.0 

5 𝑒2,44 9.76 𝑒6,7 688.9 𝑒7,26 13 𝑒56,72 42.0 

6 𝑒40,41 8.43 𝑒50,51 617.1 𝑒56,62 13 𝑒7,18 39.9 

7 𝑒56,72, 7.92 𝑒14,18 549.4 𝑒56,72 13 𝑒7,26 39.8 

8 𝑒51,57 7.42 𝑒30,40 536.7 𝑒2,44 12 𝑒2,44 36.0 

9 𝑒26,30 7.30 𝑒7,18 499.9 𝑒18,19 12 𝑒30,36 34.9 

10 𝑒26,28 7.23 𝑒51,57 454.5 𝑒18,20 12 𝑒50,51 34.9 

11 𝑒56,62 7.20 𝑒26,30 384.2 𝑒30,36 12 𝑒51,56 34.9 

12 𝑒41,48 7.10 𝑒57,69 364.0 𝑒50,51 12 𝑒56,57 34.9 

13 𝑒57,72 7.04 𝑒50,65 355.9 𝑒51,56 12 𝑒18,19 31.9 

14 𝑒44,45 6.71 𝑒62,65 317.6 𝑒56,77 12 𝑒18,20 31.9 

15 𝑒55,56 5.90 𝑒40,41 284.4 𝑒18,28 11 𝑒57,72 29.9 

 

From the mined the top 5% bridge-edges in Table 2, it can be found that when the top 5%( 

the grey part) bridge-edges mined by MCCA are broken, the southern provincial network is 

divided into three connected subgraphs. However, when the top 5% bridge-edges mined by 

other three methods are broken, the network is divided into two connected sub-networks at 

most. From the mined the top 10% bridge-edges, it can be found that edges 𝑒30,40, 𝑒45,,50, 

𝑒2,44, 𝑒2,6, 𝑒6,7, 𝑒56,72, 𝑒40,41, 𝑒56,62, 𝑒44,45, 𝑒57,72 are mined two or more times under four 

different methods. Meanwhile, the edge 𝑒30,40 is optical cable connection between Tonghua 

500kV communication station and Dongfeng 500kV communication station. The edge 𝑒2,44 

is the optical cable connection with “bridge characteristic” between the city of Meihe 

communication station and the city of Liaoyuan communication station, and the edge is mined 

by all methods at the same time.  
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5.3.2 Bridge-edges of the whole provincial network 

The complex power optical cable network model was constructed based on the physical 

topology of power optical cable network of Jilin Province, which is shown in Fig. 1(a). The 

number of nodes is 261 and the number of edges is 353. And the top 5% and the top 10% 

bridge-edges results of DS, BC, EB and MCCA are shown in Table 3. 

 
Table 3. The top 5% and 10% bridge-edges results of DS, BC, EB and MCCA 

order edge EB edge MCCA edge DS edge BC 

1 𝒆𝟏𝟑𝟔,𝟏𝟓𝟎 12496.93 𝒆𝟏𝟐𝟒,𝟏𝟑𝟔 19.89 𝑒211,246 21 𝑒211,246 109.91 

2 𝒆𝟏𝟐𝟒,𝟏𝟑𝟔 12440.58 𝒆𝟒𝟎,𝟏𝟐𝟒 18.93 𝒆𝟏𝟓𝟎,𝟐𝟏𝟏 19 𝒆𝟏𝟓𝟎,𝟐𝟏𝟏 89.96 

3 𝒆𝟏𝟓𝟎,𝟐𝟏𝟏 9123.75 𝑒152,227 18.27 𝒆𝟏𝟗𝟔,𝟐𝟎𝟖 19 𝒆𝟏𝟗𝟔,𝟐𝟎𝟖 87.98 

4 𝒆𝟒𝟎,𝟏𝟐𝟒 8936.68 𝒆𝟏𝟖𝟒,𝟐𝟏𝟏 17.20 e239,246 19 𝑒211,246 87.92 

5 𝒆𝟑𝟎,𝟒𝟎 6584.29 𝒆𝟔𝟕,𝟏𝟓𝟗 16.91 𝑒76,136 18 𝒆𝟏𝟑𝟔,𝟏𝟓𝟎 80.97 

6 𝑒114,124 6080.28 𝒆𝟑𝟎,𝟒𝟎 16.50 𝒆𝟏𝟑𝟔,𝟏𝟓𝟎 18 𝑒76,136 80.87 

7 𝑒110,114 5884.48 𝑒196,208 16.07 𝑒152,227 18 𝑒152,227 80.00 

8 𝒆𝟏𝟓𝟎,𝟏𝟓𝟗 5428.83 𝑒222,227 15.40 𝑒150,152 18 𝑒211,212 80.00 

9 𝒆𝟏𝟖𝟒,𝟐𝟏𝟏 5327.17 𝒆𝟏𝟓𝟎,𝟐𝟏𝟏 15.29 𝑒211,212 18 𝑒150,152 79.95 

10 𝒆𝟔𝟕,𝟏𝟓𝟗 4201.58 𝑒236,239 15.23 𝑒211,239 18 𝑒211,239 79.9 

11 𝑒26,30 3775.37 𝒆𝟏𝟖𝟐,𝟐𝟐𝟐 14.94 𝑒246,250 18 𝑒246,250 76.90 

12 𝑒109,110 3719.06 𝑒121,124 14.69 𝑒76,133 17 𝒆𝟏𝟓𝟎,𝟏𝟓𝟗 71.95 

13 𝒆𝟏𝟖𝟐,𝟏𝟖𝟒 2998.48 𝑒124,126 14.49 𝑒133,136 17 𝑒150,152 71.94 

14 𝑒152,227 2959.00 𝒆𝟏𝟓𝟎,𝟏𝟓𝟗 13.12 𝑒150,152 17 𝑒150,239 71.94 

15 𝑒150,152 2354.63 𝒆𝟏𝟖𝟐,𝟏𝟖𝟒 12.82 𝒆𝟏𝟓𝟎,𝟏𝟓𝟗 17 𝑒76,133 71.86 

16 𝑒208,211 2278.85 𝑒77,139 12.30 𝑒150,239 17 𝑒133,136 71.84 

17 𝑒18,26 2129.10 𝑒40,41 12.23 𝑒186,196 17 𝑒211,250 69.88 

18 𝑒150,239 2070.16 𝑒208,250 12.00 𝑒211,250 17 𝑒186,196 65.98 

19 𝑒14,18 2010.17 𝑒140,236 11.69 𝑒18,26 16 𝑒152,159 63.93 

20 𝑒211,212 1838.51 𝑒45,59 11.66 𝑒76,139 16 𝑒18,26 63.90 

21 𝑒85,110 1780.10 𝑒147,150 11.48 𝑒136,139 16 𝑒76,139 62.84 

22 𝒆𝟏𝟕𝟕,𝟏𝟖𝟐 1777.00 𝑒53,79 11.45 𝑒152,159 16 𝑒136,139 62.82 

23 𝑒121,124 1741.45 𝑒2,6 11.43 𝑒184,196 16 𝑒222,227 60.00 

24 𝑒2,40 1721.68 𝑒182,188 11.32 𝑒222,227 16 𝑒14,18 55.96 

25 𝑒222,227 1601.85 𝑒186,188 11.11 𝑒14,18 15 𝑒26,30 55.96 

26 𝑒85,87 1564.59 𝑒6,7 10.74 𝑒26,30 15 𝑒208,250 55.94 

27 𝑒2,44 1508.64 𝑒109,110 10.73 𝒆𝟏𝟐𝟒,𝟏𝟑𝟔 15 𝑒239,250 55.89 

28 𝑒103,109 1499.00 𝒆𝟏𝟑𝟔,𝟏𝟓𝟎 10.70 𝑒133,139 15 𝑒133,139 55.80 

29 𝑒98,109 1403.89 𝑒208,211 10.64 𝒆𝟏𝟖𝟒,𝟐𝟏𝟏 15 𝑒184,196 54.96 

30 𝑒45,59 1355.40 𝑒2,44 10.57 𝑒208,250 15 𝒆𝟏𝟐𝟒,𝟏𝟑𝟔 54.00 

31 𝑒184,186 1353.83 𝑒186,196 10.57 𝑒239,250 15 𝒆𝟏𝟖𝟒,𝟐𝟏𝟏 49.98 

32 𝑒67,164 1338.37 𝑒58,77 10.16 𝑒246,253 15 𝒆𝟔𝟕,𝟏𝟓𝟗 47.97 

33 𝑒184,196 1310.85 𝑒40,50 9.95 𝒆𝟔𝟕,𝟏𝟓𝟗 14 𝑒236,239 47.97 

34 𝑒124,126 1299.77 𝑒61,67 9.85 𝑒72,159 14 𝑒72,159 47.95 

35 𝑒72,159 1282.37 𝑒126,127 9.75 𝑒76,128 14 𝑒76,128 44.91 

 

From the mined bridge-edges of the four methods in Table 3, the similarity rates of mined 

bridge-edges of MCCA with that of EB, DS and BC are 51.43% (18), 34% (11) and 37% (13), 



KSII TRANSACTIONS ON INTERNET AND INFORMATION SYSTEMS VOL. 15, NO. 3, March 2021                           1043 

respectively. In addition, the bridge-edges 𝑒182,222 , 𝑒77,139 , 𝑒53,79 ,  𝑒6,7  𝑒182,188 , 𝑒40,50 , 

𝑒186,188, 𝑒2,6, 𝑒147,150, 𝑒58,77, 𝑒61,67, 𝑒126,127 are only mined by MCCA, which are optical 

cable connections with “bridge characteristic” between county-level communication stations. 

As shown in the bold edges in the table, 77% (10) of optical cable connections between 500kV 

communication stations are mined by EB and MCCA, and 46% (6) are mined by DS and BC. 

In the top 5% of bridge-edges, 70% (9) of optical cable connections between 500kV 

communication stations are mined by EB and MCCA, and 23% (3) are mined by DS and BC. 

5.3.3 Network connectivity analysis 

For the southern provincial network and the provincial network, intentional attack is simulated 

on the bridge-edges mined by DS, BC, EB and MCCA, and the connectivity of the network 

may be destroyed. 

A. Connectivity on the southern provincial network 

Fig. 5 shows the trend of connectivity with the removal of bridge-edges in the southern 

complex power optical cable network model. 

 

 
Fig. 5.  The trend of network connectivity with the removal of bridge-edges 

 

In Fig. 5, the curve of network connectivity of the four methods shows a downward trend 

as a whole. When the first one bridge-edge is removed from EB and the first two bridge-edges 

are removed from MCCA, the network is divided into two independent sub-networks, and the 

connectivity of both MCCA and EB are decreased by 37.18%. When the first four edges are 

removed, as show in Fig. 6, the network of the MCCA method is divided into three 

independent sub-networks, and the connectivity of MCCA is decreased by 19.23%, while the 

connectivity of EB does not decrease. When the first eight edges of EB method are removed, 

the connectivity is the same as that of MCCA. After removing all 15 bridge-edges, the 

connectivity of DS, BS, EB and MCCA are decreased by 7.7%, 0%, 56.41% and 56.41%, 

respectively. 
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Fig. 6.  The southern network before and after the first four edges removed 

B. Connectivity on the whole provincial network 

Fig. 7 shows the trend of network connectivity with the removal of bridge-edges in the whole 

provincial complex power optical cable network model. 

In Fig. 7, the connectivity decreases slowly in the interval 0-7 of horizontal axis. With the 

increase of the number of removed edges, the network is divided into two independent sub-

networks after the first eight bridge-edges is removed, and the connectivity of MCCA is 

decreased by 14.18%. This is because the 8th bridge-edge (𝑒222,227) is the optical cable 

connection between two cities connecting the Changling communication station and the 

Tongyu communication station. Then, with the removal of the 22nd edge (edge 𝑒53,79), the 

network is divided into four independent sub-networks, and the connectivity is decreased by 

33.33%. The 𝐺𝑖𝑗 without the edge is shown in Fig. 8. The connectivity changes process with 

the 22nd edge removed is shown in Fig. 9. The connectivity of MCCA, DS, BC and EB are 

decreased by 51.72%,24.14%, 24.14% and 20.69% respectively after removing all 35 

bridging-edges. Compared with the other three methods, the connectivity of MCCA is 

increased by 27.58%, 27.58% and 31.03% respectively. 
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Fig. 7.  The trend of network connectivity with the removal of bridge-edges 

 

 

Fig. 8.  The 𝐺𝑖𝑗 of the 22th edge (edge 𝑒53,79) 
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Fig. 9.  The connectivity changes process of the network with the 22nd edge removed 

 5.3.4 Network efficiency analysis 

After bridge-edges were mined, to verify the rationality and validity of the proposed method, 

the effect of bridge-edges on decline rate of network efficiency of each complex power optical 

cable network is analyzed. 

A. The decline rate of network efficiency on the southern provincial network 

Fig. 10 shows the trend of decline rate of network efficiency with the removal of bridge-edges 

in the southern complex power optical cable network model. 

 
Fig. 10.  The decline rates of network efficiency with the removal of bridge-edges  

 

In Fig. 10, it shows the relationship between the decline rate of network efficiency and the 

number of bridge-edges removed from the network. With the removal of bridge-edges, the 

curve of decline rate of network efficiency show a downward trend as a whole. When the same 

number of edges are removed, the decline rate of network efficiency of MCCA is similar to 

that of EB, but higher than that of DS and BC. When all 15 edges are removed, the decline 
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rate of network efficiency of MCCA, EB, DS, BC are increases by 54.32%, 53.77%, 14.71% 

and 22.96%, respectively. The average decline rate of network efficiency of MCCA, EB, DS 

and BC are 1.55%, 1.54%, 0.42% and 0.66%, respectively. Compared with the average decline 

rates of network efficiency of other three methods, the average decline rate of network 

efficiency of MCCA is the highest.  

B. The decline rate of network efficiency on the whole provincial network 

Fig. 11 shows the trend of decline rate of network efficiency with the removal of bridge-edges 

in the whole provincial complex power optical cable network model. 

 
Fig. 11.  The decline rate of network efficiency with the removal of bridge-edges 

 

From the overall trend of network efficiency decline rate of the four methods in Fig. 11, it 

can be found that the upward trend of network efficiency decline rate of MCCA is significantly 

higher than that of the other three methods. When all 35 edges are removed, the decline rates 

of network efficiency of MCCA, EB, DS, BC are increases by 66%, 47%, 46% and 46%, 

respectively. The average decline rates of network efficiency of MCCA, EB, DS and BC are 

1.89%, 1.34%, 1.31% and 1.31%, respectively. Compared with the average network efficiency 

decline rates of the other three methods, the average decline rates of network efficiency MCCA 

are increased by 0.55%, 0.58% and 0.58% respectively.  

The above two evaluation criteria are further verified the influence of bridge-edges on 

network reliability from two aspects of network performance and structural stability. The 

verification results show that the MCCA method can effectively mine the bridge-edges in the 

power optical cable network. According to the experimental results, with the removal of the 

top 10% of the bridge-edges in the complex power optical cable network model of Jilin 

Province, compared with that of other three typical methods, the decline rate of network 

efficiency of MCCA method is increased by 19%, 20% and 20%, respectively, and the 

connectivity is decreased by 31.03%, 27.58% and 27.58%. 
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6. Conclusion 

The bridge-edges play the role of connecting the communication between regions, which has 

a crucial impact on the reliability of power optical cable network. Therefore, to mine bridge-

edges in power optical cable network, the complex power optical cable network model of the 

provincial power optical cable network is constructed. And to measure the generated potential 

energy of all nodes in n-level neighborhood local structure for the edge, the n-level 

neighborhood local structure topological potential is designed. Then, the minimum connected 

chain attenuation is designed to measure the attenuation degree caused by substituted edges. 

Finally, a bridge-edges mining algorithm based on the minimum connected chain attenuation 

topological potential is proposed. The experimental results show that, compared with the 

existing methods (degree summation, bridge coefficient and edge betweenness), the proposed 

method can effectively mine the bridge-edges of power optical cable network, not only can 

mine the optical cable connection between 500kV communication stations, but also can mine 

the optical cable connection with “bridge characteristic” between municipal or county-level 

city communication stations, and the optical cables without obvious characteristics of city or 

voltage, but it have “bridge characteristics” in topology structure. 

The research on the reliability of complex networks is still a hot topic at present, and the 

research based on the bridge-edge still needs further study. In the future, we will study how to 

use bridge-edge to mine the backbone structure of the power optical cable network, and how 

to add edges to the network to reduce the impact of bridge-edge on the reliability of the power 

optical cable network. 
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